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1. Setting up and Configuring ADFS for SSO to work with HighQHub
If you already have a Domain Controller setup in your network you can skip first part and start from
First of all an Active Directory Domain must be installed.

Here is a step-by-step guide how to setup new Active Directory Domain if you don’t already have
one. In this example, we setup an AD Domain highg.com.

This document is based on a Windows Server 2008 R2.

From run prompt, run “dcpromo” to setup domain and follow the setup Wizard.

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

Thiz wizard helpz you install Active Directory Domain
Services [0 D5] on this zerver, making the server an
Active Directory domain contraller. To continue, click Mest.

¥ Use advanced mods installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain 5 ervices

< Back I Mest > I Cancel

Select advanced mode installation.

@ Active Directory Domain Services Installation Wizard

Dperating System Compatibility
Improved security settings in *Windows Server 2008 and ‘Windows Server 2008 R2
affect older versions of Windows

v Windows Server 2008 and "windows Server 2008 R2" domain controllers have a
new more gecure default for the security setting named “Allow cryptography algorithms
compatible with ‘Windows MT 4.0." Thiz setting prevents Microsoft Windows and
non-kicrozoft SME “clients" from using weaker MT 4.0 style cryptography algorithms
when establizhing security channel sezzsions against *Windows Server 2008 or
"windows Server 2008 B2" domain contrallers. Az a result of this new default,
operations or applications that require a security channel serviced by ‘Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail

Platforms impacted by this change include 'Windows NT 4.0, az well as non-Microsaft
SME “clients" and network-attached storage [MAS] devices that do not support
stronger cruptography algorithms. Some operations on clients running versions of
‘Windows earlier than “Windows Yista with Service Pack 1 are alzo impacted. including
domain join operations performed by the Active Directony Migration Tool or Windows
Deplayment Services.

For more information about this setting, see Knowledge Base article 942564
[http: /4 go. microsoft com/fwlink./?Link|d=104751),

< Back Cancel

Click Next.
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@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest,

7 Existing forest

) idd & domain contraller b an existing domain

) Create a new domain in an existing forest
This serven wil become the first domain comtraller in the new domair:

™| Create & new domain tree roct instead of & new child domain

% Create a new domain in a new forest

More about possible deplovment configurations

< Back I Mext > I Cancel I

In this example we are creating a new domain, so “Create a new domain in a new forest” is selected.

@ Active Directory Domain Services Installation Wizard I

Hame the Forest Root Domain

The first domain in the forest is the forest ook domain. [k name is also the name of L= =1
the forest. i

Tupe the fully qualified domain name [FADM] of the new farest roat darmain.

FODM of the forest root domain:
Ihighq.com

Example: corp. contogo.com

< Back I Mext > I Cancel I

Enter the Fully Qualified Domain Name of the forest root domain; here it is “highg.com”
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Domain NetBIO5 Mame

Thig iz the name that uzers of earlier verzsionz of Windows will uze to identify the
new domain.

The wizard generates a default MetBIOS name. Thiz wizard page appears only if pou
have selected advanced mode or the wizard has detected a conflict with the default
harme.

Either accept the name that has been generated by the wizard or lupe a new name and
then click Mext.

Domain MetBI0S name: HIGHL

< Back I Mest » I Cancel

Leave as default “HIGHQ”.

@ Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Eorest functional level:

Detailz:

The Windows Server 2008 B2 forest functional level provides all the features that <
are available in the YWindows Server 2008 farest functional level, plus the follawing
additional feature:
Recycle Bin, which, when it iz enabled, provides the ability to restore
deleted objects in their entirety while Active Directary Domain
Services iz running.
ny nev domaing that are created in this forest will operate by default at the
indows Server 2008 R 2 domain functional level. LI

i 'ou will be able to add only domain controllers that are running
Windows Server 2008 B2 or later bo this forest.

tore about domain and forest funclionsl levels

< Back I Mest = I Cancel |

Forest functional level selected as “Windows Server 2008 R2”
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@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Dptions

Select additional options for thiz domain controller.
v DNS server

¥ Global catalog

[" Fead-anly domain contraller (REDHE]

Additional infarmation:

The first domain controller in a forest must be a global catalog server and ;I
canhnot be an RODC.

e recommend that pou install the DMS Server service on the first domain
cantroller,

More about additional domain controller options

< Back I Mext » I Cancel

Select DNS Server to install DNS on same machine.

@/ Active Directory Domain Services Installation Wizard

& deleqation For this DNS server cannat be created because the
I % authoritative parent zone cannok be Found of it does not run
— Windows DNS server, IF you are inkeqgrating with an existing DNS
infrastruckure, wou should manually create a deleqgation to this
DMS server in the parent zone to ensure reliable name resolution
fFram outside the damain "highg.local”, Otherwise, no action is
required,

Do wou wank ko conkinue?

If you see warning above, ignore it.

Finish and restart server.
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2. ADFS Installation

Download ADFS 2.0 from link below.
http://www.microsoft.com/en-au/download/details.aspx?id=10909

t | [ www.microsoft.com/en-au/downl oad/details aspx?id=10908 o
[ | [N, ‘ ‘
] Active Directory Federation Services 2.0 RTW
Quick links Active Directory Federation Services 2.0 helps IT enable users to collabaorate across

organizational boundaries and easily access applications on-premises and in the doud,
while maintaining application security.

& Overview
& System requirements
+ Instructions

4 Additionalinformation Registration Suggested

Registration takes anly a few marnents and allows Mickasoft to provide you with the latest resources relevant to your interests,
including service packs, security notices, and training. Please click the Continue button, Registration is suggested for this

download
i uick details
Microsoft Store Q
| || o ety o RTYW Date Published: 16/04/2011
producs from ") .
. pecple you trust » ange Language: English [=]

Files in this download

The links in this section correspand to files available for this download, Downlaad the files appropriate for you

File Name Size

RTWAMY2KE \amd 9\ Adfs Setup.exe 425MB W
T2 E\xB 6 lfs Setup exe 38.6MB

RTZKBR2\amd8 414dfsSetup exe 2398

For Win2k8 R2 64bit download direct link is,
http://download.microsoft.com/download/F/3/D/F3D66A7E-C974-4A60-B7A5-
382A61EB7BC6/RTW/W2K8R2/amd64/AdfsSetup.exe

Proceed to Download

Though you have declined to register now, please consider registering in the future, Your registration information allows Microsoft
to provide you with the latest resources relevant to wour interests, including service packs, security notices, and training. Please
click the Download ¢ button or Download Files Below link to start the download,

Quick details

Yersion: R Date Published: 18/04/2011
Change Language: English Iz‘

Files in this download

The links in this section correspond to files available for this download, Download the files appropriate foryou,

File Mame Size

R 2K B arnd 4 AdfsSetup, exe 42.5 MB
R 2 KB B Bh 2 s Setup exe 30,6 MEB

R MAKERD s rnd 6 P A dfs Setup, exe 239 MB
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HighQ

Run the setup “AdfsSetup.exe”
Open File - Security YWarning x
Do pou want to run this file?

@ Mame: CiilsersiAdministratoriDownloadsiAdfsSetup, exe
Fublizher: Microsoft Corporation
Type: Application
From: Ci\UsersiddministratoriDownloadsiadfsSetup, exe

Run Cancel

v Always ask before opening this file

| I “wihile files from the Internet can be usebul, this file lype can
lr patentially harm vour computer. Only run software from publishers
S pow bust, wWhat's the rigk?

Follow the step-by-step wizard to Setup AD DS 2.0

% Active Directory Federation Services 2.0 Setup Wizard

YWelcome to the AD F5 2.0 Setup Wizard W

Thiz wizard will install Active Directory Federation Services (A0 F5) 2.0 on this computer.

To continue, click Mext. To exit this wizard, click Cancel.

<Prew0us| Next > I Cancel

Click Next.
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Accept Ts&Cs,

"Eiinctive Directory Federation Services 2.0 Setup Wizard

End-User License Agreement

Please read the following license agreement carefully.

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

MICROSOFT ACTIVE DIRECTORY FEDERATION SERVER 2.0
FOR MICROSOFT WINDOWS SERVER

Microsoft Corporation (or based on where you live, one of its affilistes) licenses this
supplement to you. If you are licensed to use Microsoft Windows Server software (the
“software™), vou may use this supplement. You may not use it if you do nat have a

license for the software, You may use this supplement with each validly licensed copy of
the software,

The following license terms describe additional use terms for this supplement. These

terms and the license terms for the software apply to your use of the supplement. If
there is & conflict, these supplemental license terms apply. -~

¥ | accept the terms in the License Agreement

Privacy Statement

< Previous | Mext > I Cancel

TaRY Firn 2 P Py o FRIN

Select Federation server as below.

"Eﬁlnctive Directory Federation Services 2.0 Setup Wizard

Server Role

ou can configura this computer in either the federation server role or the federation server proxy role. Select
one of the following roles for this computer.
' Federation server

A federation server iz an authentication and trust management provider that issues security tokens to
enable access to claims-bazed applications in your organization or in federated partner organizations.

" Federation server proxy

A federation server prosy redirects requests from Intemet clients to federation servers that are behind a
firewall on pour corporate network. It aleo fonwards zecuniby tokens izzued by federation zervers to
clientz,

< Previous | MHext » I Cancel
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Setup will install all pre-requisites automatically, click Next.

"Eimctive Directory Federation Services 2.0 Setup Wizard

Install Prerequisite Software

Thiz wizard will attempt to automatically check for and, if neceszany, install the following zoftware that is
reguired for AD FS 2.0 to operate:

Windows PowerShell

.MET Framewark 3.5 5FP1
Web Server [II5]

WWindows ldentity Foundation

DO ]

Tao begin inztaling this software on this computer, click Mest.

< Previous | Mewt » I Caticel

AD FS installation will begin.

Installing AD FS 2.0

Pleaze wait while the wizard inztall: A0 FS 2.0

Statuz :  Instaling Internet Information Services (115)

4 Frevious | [t I Cancel
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Wait for installation to finish.

"5‘:} Active Directory Federation Services 2.0 Setup Wizard

Installing AD FS 2.0

Pleaze wait while the wizard install: A0 FS 2.0,

Statuz . Instaling Internet Information Services [115)

|

<Eleviausl Hest > I Cancel

When setup is finished, click on Finish.

15‘3 Active Directory Federation Services 2.0 Setup Wizard

Completed the AD F5 2.0 Setup Wizard

You have successfully completed the AD FS 2.0 Setup Wizard, To finizh configuring thiz computer for the
federation server role, start the AD FS 2.0 Management znap-in, and then run the AD FS 2.0 Federation Server
Configuration ‘wizard.

¥ Startthe AD FS 2.0 Management shap-in when thiz wizard clozes.

To cloze this wizard, click Finizh.

Ter
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10



HighQ

3. Configuring Relying Party on ADFS server

Open IIS Manager. Select “ADFS” in left pane and click on “Create Self-Signed Certificate” in Actions

on right.

E Internet Information Services (115) Manager
@\g, [&5 > aors » |l
Fle View Help

[Comnections
€-Hi" |8

5 Start Page
=5 ADFS (HIGH)administrator)
) Application Pogls

=-[a] sites
=14 Default Web Site

| aspnet_client

(igl Server Certificates

Inport.

Use this featurs to request and manage certificates that the Weh server can use with Web sites configured for S3L. Create Certificate Reques

Name_~ | 1ssued To | Issued B | Expiration Date | Certificate Hash | Complete CaetEicaRGl
Create Damain Certificate
Create Self-Signed Certificate B Create Self-Signed Certii
1 @ relp
Tl I
gi—“ Specify Friendly Name i1
SpeciFy & file name For the certficate request. This infarmation can be senk o 2 certificate autharky
For signing:

Specify a friendly name for the certficate:

[ads_higha_coml

Careal

If you have purchased an SSL certificate, you can Import it from Actions in right pane.

Your SSL certificate will show in Server Certificates.

*E Internet Information Services {IIS) Manager

@;_’ [93' bV OADFS b

File  ¥iew Help

@-id|7 |8

ﬁf_ﬁ Start Page
=) .Gﬂ ADFS (HIGHQ L admiristrator)
Application Paols

L=

B & Sites
=4 Dsfaulk Web Ste

| aspnet_client

93! Server Certificates

Use this Feature to request and manage certificates that the Web server can use with Web sites configured For SSL.

MName = | Is__gued Ta | Is__gued B! | Expiration Date | Certificate H_ggh
iadfs_highg_com adfs.highg,cam adfs highg, com 09/05/2014 01:00:00  CFZBFEEE424C7ASE 1A9388650,
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Start AD FS 2.0 Management

Carmmand Prampt

(\‘% Inkernet Explorer

- ] Motepad
&Y Internet Information Services (115)
~ Manager
¢
= DNS
._.:_'} #Active Directory Users and
1 Computers

) Managerment

3 All Programs

| |search programs and files J_:]J

, and click on “AD FS 2.0 Federation Server Configuration Wizard”.

i1 AD FS 2.0

Wl File  Action  Wiew Window Help

&= =Hm

ADFS

e
Overview

2.0 provides single-sign-on (550] access for client computers

Configure This Federation Server

The AD FS 2.0 Federation Server Configuration Wizard must first be completed successfully before you can use
manage your Federation Service.

=P AD FS 2.0 Federation Server Configuration Wizard
Learn About:

Confiquring Claims Provider or Relying Party Trusts

Adding Federation Servers to a Farm and Setting Up Load-Balancin,

Configuring Federation Server Proxies

Troubleshooting AD F§ 2.0

HighQ
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Select “Create a new Federation Service” and click Next.

D F5 2.0 Federation Server Configu

Welcome

Steps . . . -

L Welcome to the AD FS 2.0 Federation Server Configuration Wizard
@ Welcome
This wizard helps you configure Active Directory Federation Services [A0 F5] 2.0 software an this
computer, which setz up the computer as a federation server. An instance of AD FS is referred to as a
Federation Service

@ Select Deployment Type

@ Federation Service Mame

@ Summary (%) Create a new Federation Service
Fresul Select this option to set up either a stand-alone federation server ar the first server in a federation
@ Fesults server fam.
O Add a f lon server to an existing F. on Service

Select this option to join thiz computer to an existing federation server fam

< Frevious | Mest » I Cancel Help

Select “Stand-alone federation server” and click Next.

" AD FS 2.0 Federation Server Configurati

Select Stand-Alone or Farm Deployment

Steps ‘Y'ou can create either a stand-alone federation server for evaluation purpases or a small production
@ ‘welcome ervilohment, of you can create a federation server in a new farm for load balancing and high availability
@ Select Deployment Type Select one of the following options. Either of these options will use the \Windows Intemal Database ta store

configuration data.
@ Federation Service Name
@ Summary {2 New federation server farm

This option will create a new Federation Service with settings for high availability and load balancing.
This computer will be the primary federation server in the farm. Later, you can scale out this farm by
adding more federation servers.

@ Results

To create a federation server farm, pou must run this wizard while vou are logged on with an account
that has sufficient permizzions in Active Directary to create a container object [for sharing certificates)
and to set an SPM [for the service account). such az an account that iz a member of the Domain
Adming group.

{*) Stand-alone federation server

This option will create a new Federation Service on thiz computer. This option is recommended for
evaluation purposes or a small production environment. If you select this option, you wil not be able
to add mare servers to create a fam.

(@) You can use SOL Server with AD FS 2.0 to take advantage of the full feature set and achieve

maxirmum scalability. To eet up AD FS to use SOL Server, uze the command-ine version of thiz
wizard. Far more information, click Help

< Previous | Mext > I Cancel Help
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Your SSL Certificate will be selected on next screen. If you have multiple certificates setup you can
select the appropriate for your ADFS FQDN. Click Next.

"g_;mn F5 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Sieng Thiz wizard determines the Federation Service name from the Subject field of the S5L certificate far the

@ Welcome Default ‘Web Site. I the wizard cannot determing the Federation Service name from the 551 setings. you
must select 3 certificate.

@ Select Deployment Type

Select the certificate and/or port, and then click Mext.

@ Federation Service Name

S5L cerlificate: -
@ Summary
@ Results |adf$_highq_com - | — | ’m—v|

Federation Servioe name:

|adls highg. com - |

Wwhat kind of certificate do | need?

< Previaus | Mext > I Cancel Help

Click Next.

"EEEAD F5 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fallowing zettings will be configured for AD FS 2.0
@ ‘Welcome

[+ Stop AD FS server.
@ Select Deployment Type s+ Windows Intemal Database service will be started and set to automatic startup.
@ Federation Semvice Name +  Signing and token_—gncrypti_on certificates wil b_e gener_atad and setto _automatic roll aver.
= +  Selected S5L certificate will be used for securing service communication.
& Summary +  Metwork Service account will be given access to the database, to the certificate private keys and
endpoints, and the service will run under this account.
@ Fesults [+ Default set of endpaoints will be enabled
+  Browser sign-in web site will be deplayed to the 'Aadfe/ls' virtual directary under the Default 'Web Site in
II5.

+ Federation Service name iz dns2hg. highg.com
[+ Start AD FS server.

To begin configuring this computer with these settings, click Mext.

< Previous | Mest » I Cancel Help
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Configuration will begin.

'-’:ELAD F5 2.0 Federation Server Configuration Wizard

: Configuration Results

| Steps
L@ ‘wielcome

@ Select Deployment Type
| @ Federation Service Name
S @ Summary

‘
@ Results

The following zettings are being configured

Component Status
)| Stap the AD FS 2.0'Windows Service Corfiguration finished
/| Install ‘Windaws Internal D atabase Configuring companents. ..

Start the Windows Intemal Database service

Create AD FS configuration database

Configure service settings

Deploy brovser sign-in 'Wweb site

Start the 4D FS 2 0'Windows Service

Create default claim set

Create default Active Directory claim acceptance ules

[Cloze |

Wait for Configuration to finish.

"1 AD FS 2.0 Federation Server Configuration Wizard

: Configuration Results

E Steps
@ Yelcome
@ Select Deployment Type
@ Federation Service Mame
S @ Summary

t
@ Results

The fallawing settings are being configured

Comporent

Statug

o

Stop the AD F5 2 0'%indows Service

Configuration finished

S| Instal wWindows Internal Databaze

Configuration finizhed

o)

Start the Windows Internal D atabase service

Configuration finished

o)

Create AD FS configuration databaze

Configuration finished

)| Configure zervice settings

Configuration finished

)| Deploy browser sigr-in web site

Configuration finizhed

o)

Start the A0 FS 2.0Windows Service

Configuration finished

)| Create default claim set

Configuration finished

Create default Active Directory claim acceptance rules

Configuration finizhed

Vou have successfully completed the A0 FS 2.0 Federation Server Configuration ‘wizard.

To cloge this wizard, click Close.

Cloze |

Click Close to finish ADFS installation.
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4. ADFS Configuration for SSO

Open AD FS 2.0 Management.

W ADFS 2.0
@ File  Ackion  Wiew  window

&8 7= HE

 ADFSZ.0

Help

Service Overview

AD FS 2.0 containg several service components that are neces
include endpointz, certificates, and published claims

Learn About:

Enabling or Dizabling Endpoints

Managing Federation Server Certificates

Working with Claims

Go to Trust Relationships>>Relying Party Trusts

@ File Action Wiew ‘Window Help
LLIEA 16

I ADFSZ0 Relylng Party Trusts | Actions
- | Service
= Relying Party Trusts
= Trust Relationships DM Enabled |dentifier ¥ing ¥
| Claims Provider Trusts Add Relying Party Trust...
= ying Parky Trusts i
Attrlbute Stores Wiew

Mew Window from Here

Q] Refresh

Help

Click on Add Replying Party Trust in Actions on right
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Click Next to continue

W add Relying Party Trust
Welcome
Steps Welcome to the Add Relying Paity Trust Wizard
@ ‘Welcome

This wizard will help you add a new relying party trust to the AD FS configuration database. Relving parties
@ Select Dala Source consume claims in security tokens that are issued by this Federation Service to make authentication and
@ Choose Issuance authorization decisions.

Authorization Rules The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

@ Ready to Add Trust parlty and issues claims to it. ‘Y'ou can define issuance transfoim niles for issuing claims to the relying party

after you complete the wizard.
@ Finish

< Previous | Start I Cancel | Help |
" . “ . ”
On next screen, select first option, “Import data about the relying party.......

Give URL to "Federation metadata address"
https://highghub.com/highghub/getMetadata.action

*ﬁmdd Relying Party Trust rd

Select Data Source

Sl Select an option that this wizard will use to obtain data about this relying party:
@ Welcome . )

* Impart data about the relying party published orling or on a local netwark
@ Select Data Source

Use this option to import the necessam data and certificates from a relying party organization that
@ Specify Display Mams publishes its federation metadata online or on a local network,

@ Chonse lssuance Federation metadata address (host name or URL:
Avtharization Rules

Ihllps #havnst_highghub. com highghub/geth etadata, action
@ ReadytoAdd Trust

Ewxample: fz.contazo.com or https: Afwimm. contoso. com.app
@ Finish

" Impart data about the relying party from a file
Use this option to import the necessam data and certificates from a relying party organization that has
ewxported it federation metadata to a file. Ensure that this file is from a tusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

I Bravise, |

1~ Enter data about the relying party manually

Use this option to manuslly input the necessam data sbaout this relwing party organization.

<Prevmus| Mext > I Cancel Help

Click Next.

© HighQ Solutions 2013. Commercial in confidence. 17



Enter Display name “www.highghub.com”

Add Relying Party Trust Wizard
Specify Display Name

Gleos Type the display name and any optional notes for this ielying party.
@ “welcome

Select Data Source Disclsjoanc]

@

Iwww.h\ghqhub.com
@ Specify Display Name
@

Choose |ssuance Notes:
Authorization Rules

@ Feady toAdd Trust

@ Finish

< Pravious | [ Next> Cancel | Hep |

On next screen select “Permit all users to access this relying party”.

Add Relying Party Trust

Choose Issuance Authorization Rules

Sk |ssuance autharization rules determing whether a user is permitted ta receive claims for the relving party.

@ welcame Chanse one of the fallawing optians for the initial behaviar of this relying party's issuance avthorization
tules

@ Select Data Souce

@ Specity Display Mame @ Permit all users to access this reling party

The izzuance authorization rules will be configured to pemit all users to access this relying party. The

@ Choose lssuance reluing party service or application may still deny the user access,

Autharization Fules
@ Ready to Add Trust  Deny all users acoess o this relying party

@ Finish The issuance autharization rles will be configured ta deny all users access ta this relying party. You must
later add issuance authorization les to enable any users to access tis relving party,

‘You can change the issuance authorization rules for this relying party tust by selecting the relying party
trust and clicking Edit Claim Rules in the Actions pane.

(Prewousl Mext > I Cancel Help

HighQ
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Click Next.

%1 Add Relying Party Trust Wizard
Ready to Add Trust

S The relying party trust has been configured. Rewview the following settings, and then click Next to add the
@ Welcome relying party trust to the 4D FS configuration database.

@ Select Data Source

- tanitarit i i i i L
® Specify Display Name i) | |dentifiers Encryptloml Slgnalurel Accepted Claims Drgamzat\onl Endno\nts' N

@ Choose lssuance Specify the monitoring settings far this relying party trust.
Autharization Rules

@ Ready toAdd Trust
@ Finish

Relying party's federation metadata LIRL.

Ihltps' £y highghub. comdhighghub/gettetadata sction
¥ oritor relying party
¥ Automnetically update relying party.

This relving party's federation metadata data was last checked on;
08/05/2013

This relying party was last updated from federation metadata on:
08/05/2013

<Erevious| Mext > I Cancel Help

Click on close.

";Emdd Relying Party Trust [ x]
Finish
Steps The relying party trust was successfully added ta the AD FS configuration database
@ Welcome R . A 5
“You can madify this relving party trust by using the Properties dialog box in the AD FS 2.0 Management
@ Select Data Souce shap-in,

@ Specify Digplay Mame

v Open the Edit Claim Rules dialog for this relying party trust when the wizard clozes

@ Choose lssuance
Authorization Rules

@ Feady to &dd Trust

@ Finizh

Close
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Go to Relying Party Trusts, right click on Display Name www.highghub.com and Edit Claim Rules

MEAD FS 2.0
@ File  Action  Yiew Wwindow Help
&= Hm
ADFS 2.0 Relying Party Trusts
~ Service

= [ Trust Relationships
~| Claims Provider Trusts
| Relying Party Trusts
| Attribute Stores

Edit Claim Rules. ..
Enable
Properties

Delete

Help

Click "Add Rule" button, will get Select Rule Template window.

-;jiEdit Claim Rules for HighQ) Solutions

: Issuance Transtorm Rules | |ssuance Authorization Rules I Delegation Authorization Fules I

| uamr e e

The following transform rules specify the claims that will be sent to the relying party.

Drderl Fule Mame | |zzued Claims |

L

AddRuk.. | EdtRue. | Removerue. |

ak | Cancel | Apoply Help
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Select "Send LDAP Attributes as Claims" from "Claim rule template" drop down, and click Next.

% Add Transform Claim Rule Wizard X

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Claim rule template description:

Using the Send LDAP Attribute az Claims rule template pou can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the elying party. Multiple attrbutes may be sent as
multiple claims from a single rule uging this rule type. For example, pou can use this rule template to
create a rule that will extract attribute values for authenticated users from the displayt ame and
telephoneMumber Active Directory attibutes and then send those values as bwo different outgoing
claimz. Thiz rule may alzo be used to zend all of the uzer's group memberzhipz. IF you want to anly zend
individual group memberships, use the Send Group Membership as a Claim ule template.

Tell me more about this mle template...

<F’revi0us| Mext > I Cancel Help

On next screen,

-- give claim rule name in "Claim rule name:" textbox.

-- select "Active directory" from "Attribute store:" dropdown.

-- select the value for "Mapping of LDAP attributes to outgoing claim types:"

-- select "E-mail-addresses"” from "LDAP Attribute" and write "mail" in "Outgoing Claim Type".
-- click Finish and Apply.

Add Transform Claim Rule Wizard B

Configure Rule

J Sicng *fou can configuie this wile to send the values of LDAP attributes az claims. Select an attibute stors from 3

{ @ Choose Aule Type which ta extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

L izzued from the rule.

' @ Configure Claim Rule
Llaim rule name:

Rulel

Rule template: Send LDAP Attributes as Claims

Attribute shore:

|
Active Directory j

Mapping of LDAP attributes to outgaoing claim twpes:

LD&AP Attribute Outgoing Claim Type
E-Mail-Addiesses j mail -

b | -

<Erevi0us| Finizh I Cancel Help
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Again click on “Add Rule”

dit Claim Rules for HighQ Solutions

lssuance Transfom Rules | |zsuance Authorization Fules | Delegation Autharization Rules I

The fallowing transfarm rules specify the claims that will be sent ta the relying party. fl
- y

Order I Rule Name | |3sued Claims |
1 Fiulel mail I

Edit Rule... | Bemove Hule...l

0K | Cancel | Apply | Help |

Select "Send Claims Using a Custom Rule" from "Claim rule template" drop down. and click Next.

| %l Add Transform Claim Rule Wizard [x]

Select Rule Template

\ Sieps Select the template for the claim rule that you want to create from the following list. The description
t @ Choose Rule Type provides details sbout each claim rule template
@ Canfigure Claim Rule Llaim e template

Claim iule template description:

Using a custom rule, you can create mules that can't be created with a rule template. Custom iles are
wiitten in the A0 FS 2.0 claim rule language. Capabilities that require custom rules include:

+ Sending claims from a SAL attribute store

= Sending claims from an LDAP attribute store using a custom LDAP filer

= Sending claims from a custom attribute store

= Sending claims only when 2 or more incoming claims are present

= Sending claims only when an incoming claim value matches a complex patterm
= Sending claims with complex changes to an incoming claim value

= Creating claims for use only in later ules

Tell me more sbout this mile template...

<Elevi0us| Mest > I Cancel Help
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c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> add(store = "_OpagqueldStore", types = ("http://www.highghub.com/internal/persistentld"), query =
"{0};{1}4{2}", param = "ppid", param = c.Value, param = c.Originallssuer);

-- give claim rule name as "CreateNamelD" in "Claim rule name:" textbox.
-- copy and add below code in Custom rule box:

-- Please note that the spacing is very important and has to be exactly right otherwise it will simply not
work. The below image is what it should look like exactly.

’—’:3[Add Transform Claim Rule Wizard

Configure Rule

Sichs You can configure a custom claim rule, such as a nle that requires multiple incoming claims or that extracts
& Choose Aule Tupe claims fiom a SAL altribute store. To configure a custom s, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim s languags
@ Configure Claim Rule
Claim rule name:

CreateN amelD|

Fiule template: Send Claims Using a Custom Rule

Custom rule:

ci[Type ==

"http: //schenas.microsoft, com/ws/2008/06/identicy/clains /windowsaccou
ntname”] =» add{store = "_Opagqueld$tore”, types =

{"http: / /oww. highghub. con/internal /persistentId™), query = "{0}:{1};
{2}, param = "ppid™, param = c.Value, param = c.0riginallssuer):

More about the claim rule language...

<Erewous| Finish I Cancel Help

Click on Finish.

For third rule, click “Add Rule” button.

" Edit Claim Rules for HighQ) Solutions

lzzuance Transfarm Rules | Issuance Authorization Rules | Delegation Autharization Rules

The following transform rules specify the claims that will be sent to the relying party.

Rule Mame

|ssued Claims

Al

iule 2
2 Createhlame|D <See claim wils:

sddPue. | EdtRue. | RemoveRue. |

oK | Cancel I Apply Help
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-- select "Send Claims Using a Custom Rule" from "Claim rule template” drop down. and click Next.

" add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for the claim il that pou want to create from the follawing list. The description
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule LClaim rule template:

Claim rule template description:

Using a custom e, you can create rules that can't be created with a rule template, Custom rules are
wwritten in the A0 FS 2.0 claim rule language. Capabiliies that require custam ules include:

+ Sending claims from a SOL attibute store

+ Sending claims from an LDAP attibute store using a custom LOAP fiker

+ Sending claims from a custom attibute store:

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims anly when an incoming claim value matches a complex pattern
+ Sending claims with complex changes ta an incoming claim walus

+ Creating claims far wse only in later rules

Tell me more sbout this rule template.

B [ Meas | Caedd | men |

-- give claim rule name as "Issue Name ID" in "Claim rule name:" textbox.
-- copy and add below code in Custom rule box:

c:[Type == "http://www.highghub.com/internal/persistentid"]

=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer =
c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:persistent");

-- Please note that the spacing is very important and has to be exactly right otherwise it will simply not
work. The below image is what it should look like exactly.

"E;.mdd Transform Clain Rule Wizard

Configure Rule
Steps . . . L .
“Y'ou can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
@ Choose Rule Tvpe claims from & SEIL attribute store. Ta configure a custom ruls, type one or mors optional conditions and an
izsuance statement using the AD FS 2.0 claim rule language.
@ Canfigure Claim Fule
Claim mile name:
Ilssue Hame D]
Rule template: Send Claims Using a Custom Fule
Custom rule:
ci [Type == "http://wmr.highghub. con/internal /persistentId”] ;I

=> issue(Type =

"http:/fachenas.xmlaoap. org/ws/2005/05/identity/clains /maneidentifier
", Issuer =
.

c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,
ValueType = c.ValueType, Properties

["http: //schenas.xnlsoap. org/ws/2005/05/identity/clainproperties/forn
at"™]

= "urn:oasis:naues: tc:3AML: 2. 0:naneid-format:persistent”) ;

tore about the claim mle lanouage

< Previous | Finish I Cancel Help

Click Finish.
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Apply and Click OK.

Edit Claim Rules for High) Solutions

Issuance Transform Rules | lszuance Authorization Rules I Delegation Authorization Rules |

The following transform ules specify the claims that will be sent to the relying party.

LR

Elrdarl Rule Mame | |zsued Claims |
1 Rule mail
2 CreateM amelD <See claim nle:>
3 lxsue Narme [D <5ee claim nle>
Add Bule... Edit Rule... Remove Rule.. |

Cancel | Apply

|t |

Action Wiew  Window Help

HighQ

ADFS 2.0
7 Flle
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| ADF52.0 Relying Party Trusts | Actions

Service .

=l i Relying Party Trusts

= [ Trust Relationships zD\s\a Narme Enabled |dentifier _ q ¥
~| Claims Provider Trusts i v, highghub.com e hittpes: /A highghub.com:443/high... | Add Relying Party Trust...
“| Relying Party Trusts -
| Attribute Stores Wiew

Mew Window from Here

G Refresh

Help
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5.1 To get the SSO working with non-IE browsers, following must be done in 1IS on ADFS server.

5. Other info

Go to IIS Manager>>Default Web Site>>adfs>>ls - double click on "Authentication under IIS heading.

"!-Elnternet Information Services {II5) Manager

@5;, [3 b ADFS » Sikes » DefaulkWeb Sike » adfs kI B

File  Wiew Help

_. — &) /adfsfls Home
€-d &8 =

-~ Start Page ; ==
595 ADFS (HIGHQadministrator) ks D e Sk JEE
¥ application Pools ASP.NET

Sites
=€ Defaul: vieb Site ;5% A2 (" o ‘i_ X “ [
ElEP ads L NP - = L= =
2 .MET MET .MET Errar MET MET Profile  \MET Roles JMET Trust JMET Users App
| app_Code Authorizati...  Caompilation Pages Globalization Levels Se
App_Globalk Y
App_Themes %? & 0%
| MasterPages et » ; =
| aspnet_client Providers  Session State  SMTP E-mail

s
B d o

| e i,

J =) ag4 {'.:Lﬂ 98 i

Authentication  Compression Default Directory Error Pages Handler HTTF Redirect HTTP Lc
Dacurnent Browsing Mappings Respa...

o=
o=
Request 55L Settings

Filtering

Management

Right click on Windows Authentication and click on “Advanced Settings”.

"!-Elnternet Information Services (IIS) Manager
@&, [3 » ADFS » Sikes » DefaulkWeb Sike » oadfs ks

File  Wiew Help

EETET £J Authentication
y Al y LE]
Qﬂ Skart Page )
=193 ADFS (HIGHS | administr atar) Group by: hlo Grouping T
: L=} Application Pools Marme =~ | Skakus | Response Type
@', Sites Anonymaus Authentication Enabled
E@ Diefault Web Site A5P.NET Impersonation Disabled
E? adfs Forms Authentication Disabled HTTP 302 LoginfRedirect
=R |5_ imoti i HTTP 401 Challenge
| App_Code
| App_Globalr]
App_Themes Advanced Settings. ..
| MasterPages Providers. ..

| aspnet_client E
'@' Help

Online Help

© HighQ Solutions 2013. Commercial in confidence. 26



HighQ

Set “Extended Protection” to Off.

@&* [3 b ADFS F» Sikes b Default Web Sike b adfs » Is »

File  View Help

ST é@ Authentication

HE‘ Start Page
E..ﬁj ADFS (HIGH administrator)

Group by: Mo Grouping &

é:* Application Pools Mame = | Skatus | Response Type |
=& Sites Anonymous Authentication Enabled
E@ Default 'Web Site ASP.MET Impersonation Disabled
E| ¥ adfs Forrms Authentication Disabled HTTP 302 Login/Redirect
EFEd |5_ ‘Windows Authentication Enabled HTTF 401 Challenge
H | App_Code
: 255:?:::;5 Advanced Settings HE
| MasterPages
[ aspret_clisnt Extended Protection:
[~ |

Click here For more information online

[V Enable Kernel-made authentication

By default, 115 enables kernel-mode authentication, which may improve A
authentication performance and prevent authentication prablems with
application pools configured o use a custom identity, As a best practice, do

niok disable this setting if Kerberos authentication is used in your

environment and the application pool is configured to use a custom identity.

-]

Click here For more information online

Ok I Cancel |

Click OK.
5.2 Firewall

Inbound HTTPS access should be open for AD FS server so that HighQ hub can access the AD
FS server Meta data using URL above.

5.3 Send meta detail to HighQ for Integration:
HighQ will need to know the FQDN of AD FS server e.g. in this example it is “adfs.highg.com”.

The URL below must be accessible over HTTPS from our HighQ Hub’s IP addresses 213.212.88.196
and 213.212.110.80. Please configure your Firewall to allow this access.
https://adfs.highg.com/FederationMetadata/2007-06/FederationMetadata.xml

Replace the “adfs.highg.com” highlighted in red with the DNS address of your AD FS Server and Send
this URL to HighQ to configure in HighQ hub for SSO integration.

5.4 Local DNS address of AD FS Server

Make sure “adfs.highg.com” (the DNS address of your AD FS Server) points to local IP address
of you AD FS server on you network.

5.5 Domain Controller and AD FS Server on separate machines.
You can have Domain Controller and AD FS on two different server machines.

5.6 Firewall access between Domain Controller and ADFS Servers.
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If your Domain Controller is in Inside zone and AD FS Server in DMZ, then between these

two servers you will need to allow everything to flow in both directions.

5.7 SSL Certificate

You can either issue a self-signed SSL certificate yourself or purchase it, your choice.
5.8 Certification Authority Access

ADFS server required HTTP (TCP 80) access outbound to SSL provider’s certification revocation
servers.

All outbound HTTP access from ADFS server to Internet should be opened on firewall.
6. Information to send to HighQ
Send the following information to send to HighQ.

1) Complete list of your Internet facing IP addresses. We need to add these to relevant IDP
discovery rule in HighQ Hub. It may be the IP addresses of your internet Gateway(s) or proxy
server(s) which internal users use to access the internet. Please provide list of all outbound fixed
public IP addresses which you use to access internet.

2) FQDN of AD FS server. It will be like “adfs.highg.com”. Please ensure external DNS and your
Firewall are configured for this URL to be accessible from outside internet using HTTPS.

3) Email domain which can perform SSO.
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